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I. PURPOSE AND OBJECTIVE
All medical, dental, and behavioral health information about an individual receiving CFTSS via telemental health must be kept confidential in accordance with HIPAA and Section 372 of the New York Social Services Law. Confidentiality applies to names, addresses, and telephone numbers of children, foster families, and relatives as well as the individual’s health information. Agency staff must share health information about an individual with others who need it to provide assessment, treatment, services, and care and supervision. This includes health care providers, health care professionals, caregivers, and birth parents/guardians (If parental rights have not been surrendered or terminated). This policy is designed to ensure TBD Agency’s full compliance with all federal and state rules and regulations regarding the confidentiality of protected health information (PHI).
Please see HS-03, Confidentiality of Protected Health Information for a fuller description of member’s privacy and confidentiality requirements and protocols.
II. DEFINITIONS
	Term
	Definition

	Distant or “Hub” Site
	The distant secure location at which the practitioner rendering the service using telemental health is located.

	Health Insurance Portability and Accountability Act (HIPAA)
	A 2003 law designed to provide privacy standards to protect patients' medical records and other health information provided to health plans, doctors, hospitals and other health care providers. These standards provide patients with access to their medical records and more control over how their personal health information is used and disclosed. They represent a uniform, federal floor of privacy protections for consumers across the country. State laws providing additional protections to consumers are not affected by this rule.

	Health Information Technology for Economic and Clinical Health Act (HITECH)
	The HITECH Act of 2009 expanded the scope of the privacy and security provisions of HIPAA and its enabling regulations. Some of the significant changes for health care providers include:

· Applying privacy and security provisions and penalties to business associates

· Imposing new notification requirements in the event of a breach of PHI

· Creating stricter disclosure requirements, such as: 

· Restricting the disclosure of PHI by a health care provider at the request of a patient if it is for purposes other than treatment and the health care service or item has been paid out-of-pocket and in full (except as otherwise required by law)

· Limiting the disclosure of PHI to a limited data set or to the minimum necessary to accomplish the intended purpose

· Requiring health care providers to make available an accounting of certain disclosures of PHI that occurred over the past three years at the patient's request

· Strengthening enforcement procedures and penalties

The HITECH Act also expands notification requirements to the vendors of personal health records (PHRs) and other non-HIPAA covered entities for the breach of identifiable information in personal health records.

	Originating or “Spoke” Site
	A site where the recipient is physically located at the time mental health services are delivered by means of telemental health services, within the State of New York, or another temporary location outside the State.

	Protected Health Information (PHI)
	Generally, health information contained in electronic or paper records that is individually identifiable (i.e., that identifies an individual or can be traced back to the individual). The use, disclosure, and transmission of protected health information is subject to privacy rules, regardless of the medium employed (electronic, paper, or verbal).

	Telemental Health
	The use of two-way real-time interactive audio and video equipment to provide and support mental health services at a distance. Such services do not include a telephone conversation, electronic mail message, or facsimile transmission between a provider and a recipient, or a consultation between two professionals or clinical staff.


III. LEGAL/CONTRACT REFERENCES
· Final Draft VFCA Health Facilities License Guidelines, 05/01/18

· NYS SSL Section 390
· NYS Mental Hygiene Law Section 33.13 and 14
· 42 CFR Part 2

· 45 CFR Parts 160 and 164 (HIPAA)

· NYS SSL Section 372

· NYS PHL 17

· NYS PHL Article 1, Title 2, 18(2)(c)

· 18 NYCRR 357, including 18 NYCRR 357.3(b)(1),(2),(3), and (5)

· 18 NYCRR 441.22(j)(1)

· 45 CFR Parts 160 and 164

· 42 CFR 2.14

· NYCRR 14 Part 596

IV. PROCEDURES

General Requirements

All federal and state laws regarding the confidentiality of health care information and a member’s rights to his or her medical information apply equally to telemental health services. Procedures must include:

· Use of sound machines

· Designated rooms for telehealth without any identifying information

· Pre-session questions regarding the privacy of a patient’s remote environment if not on site

· Use of EHR for all documentation

· Written/verbal consent for telehealth following an explanation of its limitations prior to initiation of a session

· Use of secure Agency-owned hardware, software, and platform for all patient communications
These protocols act to ensure that all current confidentiality requirements and protections that apply to written clinical records apply equally to services delivered by telemental health technologies, including the actual transmission of the service, any recordings made during the time of transmission, and any other electronic records. 
All confidentiality requirements that apply to written medical records apply as well to services delivered by telemental health technologies, including the actual transmission of the service, any recordings made during the time of transmission, and any other electronic records. The spaces occupied by the patient at the originating/spoke site and the practitioner at the distant/hub site must meet the minimum standards for privacy expected for patient-clinician interaction at a single Office of Mental Health licensed location.
Transfer of Information
All telemental health services must be performed on dedicated secure transmission linkages that meet minimum federal and state requirements, including but not limited to 45 C.F.R. Parts 160 and 164 (HIPAA Security Rules), and consistent with OMH guidelines. Transmissions must employ acceptable authentication and identification procedures by both the sender and the receiver.
Provider to Provider

· All transfers of information between providers must be compliant with standard EHR processes within a HIPAA-compliant environment. At no time are providers permitted to print and/or save patient information outside of the EHR. 

Provider to Patient During Session 

· When sending documents to patients during a telemental health session, providers must use secure means (i.e., patient portal, Fax) unless the patient submits an informed written request for their records to be sent via a non-secure means such as email. 

Confidentiality and Privacy of Health Information

All federal and state laws regarding the confidentiality of health care information and a patients’ rights to his or her medical information apply to telehealth services. 
Psychiatric Emergencies

The Agency must develop written protocols to address psychiatric emergencies, which may override the right to confidentiality to require the presence of others if, for instance, an individual receiving services is suicidal, homicidal, dissociated, or acutely psychotic during the evaluation or treatment service. In general, this individual should not be managed via telemental health without qualified mental health professionals present at the originating/spoke site, unless there are no adequate alternatives and immediate intervention is deemed essential for patient safety. All telemental health service sites must have a written procedure detailing the availability of in-person assessments by a physician or nurse practitioner in an emergency situation.
Protocols

This section to be revised/modified as appropriate by individual VFCAs based on facility staffing, resources, systems, and other factors.)
Supervisory personnel will ensure that Agency staff members have access to individually identifiable information (PHI) only if their specific responsibilities require it. In addition, all Agency staff members must successfully complete comprehensive training on the use and disclosure of confidential health information and attend refresher training at least annually or as needed. This includes training on privacy and confidentiality protocols involving telemental health services.

Unauthorized Public Viewing/Hearing

TBD Agency staff members are expected to keep protected health information out of public view and hearing, including securing telemental health sessions from unauthorized listeners/eavesdroppers (e.g., soundproof rooms, white noise). In general, PHI should not accessible to staff or individuals who do not have authorization or a need to know the PHI. 
Staff should also refrain from discussing PHI in public areas, such as elevators and reception areas. 

Databases and Workstations  

TBD Agency staff members are expected to exit any confidential database upon completing a telemental health session so that PHI is not left on a computer screen where it may be viewed by unauthorized individuals, and workstations must be set to automatically lock when left unattended. Staff members are also expected not to disclose or release to other persons any item or process that is used to verify their authority to access or amend PHI, including but not limited to any password, personal identification number, token or access card, or electronic signature. Each staff member will be liable for all activity occurring under his or her account, password, and/or electronic signature. These activities may be monitored.

Emailing and Faxing Information

TBD Agency staff should not transmit PHI over the internet (including email) and other unsecured networks without the member’s written consent unless using a secure transmission procedure. Transmission of PHI is permitted by Fax only if the person sending the information ensures that the intended recipient is available to receive the Fax as it arrives or confirms that there is a dedicated Fax machine that is monitored for transmission of sensitive information. Staff should use Fax cover sheets that include standard confidentiality notices and should request that the recipient call to confirm receipt of the Fax. Staff must additionally remove documents from the device promptly.

Internal Assessment
In order to ensure an accurate and thorough assessment of potential risks and vulnerabilities to PHI, our Agency will regularly conduct:

· Periodic program assessments including a security review of facility access controls, protection of network server closets, workstations, portable devices, and document destruction capabilities
· Assessments of new or existing IT applications that contain, or are used to protect, PHI
· Assessments of modifications to existing facilities or development of new facilities that maintain or house PHI
· Assessments of new programs, departments, or changes in the mode or manner of service delivery involving PHI
Enforcement

Staff members who violate this policy will be subject to disciplinary action up to and including termination. Anyone who knows or has reason to believe that another person has violated this policy should report the matter promptly to his or her supervisor or to the Program Supervisor. All reported matters will be investigated, and, where appropriate, steps will be taken to remedy the situation. When possible, we will make every effort to handle the reported matter confidentially. Any attempt to retaliate against a person for reporting a violation of this policy will itself be considered a violation of this policy that may result in disciplinary action up to and including termination.
Responsibilities

· TBD Agency person has general responsibility for implementation of this policy.

· All staff members with access to PHI are responsible for adhering to all rules and regulations governing the use and disclosure of PHI and complying with provisions in place to protect PHI.

· TBD Agency person(s) staff is responsible for safeguarding PHI from unauthorized electronic access, ensuring the appropriate use of portable electronic devices, and maintaining up-to-date security software on all applicable equipment and devices. This person is further responsible for:

· Providing solutions for safeguarding data that is being sent across unsecured means of transmission in accordance with NIST Special Publications 800-52, as appropriate

· Maintaining IT system firewalls to limit network access to authorized personnel and connections
· Configuring laptops to activate and update anti-virus software automatically whenever the computer is turned on and connected to the network, as applicable
· Maintaining current knowledge of new viruses, worms, or other types of malicious codes that may be a threat to electronic PHI (i.e., ePHI)
· The Compliance Officer is responsible for continuously monitoring federal and state rules and regulations governing PHI and updating Agency policies as needed to ensure strict compliance, including rules and regulations relating to telemental health services.

V. CROSS REFERENCES
· HS-03, Confidentiality of Protected Health Information
· HS-04, Confidentiality of HIV-Related Information

· CFTSS-RM-01, HIPAA Requirements

TBD Agency
Reviewed and approved by:
	_____________________________________
	_______________________________________

	Program Supervisor
	Clinical Supervisor/Medical Director
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